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Menil / Command based e Graphical User Interface (GUI) e SQL Tool = Selbst entwickelte Programme
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Report SPLF (teilweise Outfile) k4 Client Format (CSV,XLS,0DS,...) = Client Format (CSV,XLS,0DS,...)
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Voraussetzungen

Als Referenz Betriebssystemversion wurde V7R4 verwendet
Auswertungsmoglichkeiten hangen auch vom installierten TR und PTF Level ab
Wichtig!! Immer eine aktuelle ACS Version verwenden

Das Audit Journal muss eingerichtet sein,

z.B. mit folgenden Einstellungen

QAUDCTL: *OBJAUD, *AUDLVL, *NOQTEMP

QAUDLVL: *CREATE, *DELETE, *OBIMGT, *SAVRST, *SECURITY, *SPLFDTA,
*PRTDTA, *AUTFAIL, *PGMFAIL, *JOBDTA, *NETCMN, *NETTELSVR

Die in Screens gezeigten Settings sind IBM Default und entsprechen nicht den Recommended Settings



Security Tools



Security Tools

Das Security Tools Menu stellt eine

Vielzahl an Optionen zur Verfigungum | EZEEE Security Tools cocten  1Tpsases
. . . ] ystem:
die System Security zu managenund zu R
uberwaChen uo'ﬂl(.w:l:la\lg;zf:lliﬁult passwords
. . . 2. Display acfive profile !ist
Erreichbar Gber 5250 mittels 3 Change aclive profile list
GOMENU(SECTOOLS) B I A
In den folgenden Slides sind diese in £ Djoploy expiration schedule |
Erfahrungswerte kat690r|5|ert 9. Print profile internals
e ve s Basic 2o S a0 HERU (SECTOOLS)

. Fl=Help F3=Exit F4=Prompt F9=Retriewve F12=Cancel
WKW Medium

HAF A 217007

‘ﬁ(‘ﬁ{‘ﬁ{ Advanced



Security Tools

Benutzer Profile

* * * Auflistung aller Benutzer mit Default Passwort (User=Passwort)
1. Analyze default passwords

Maglichkeit nicht verwendete Benutzer auszuwerten und zu deaktivieren

* * * 2. Display active profile list
3. Change active profile list

4. Analyze profile activity

Mdglichkeit Benutzer zeitlich befristet zu aktivieren

0 g 5. Display activation schedule
6. Change activation schedule entry

Mdglichkeit Benutzer an einem gewissen Tag zu deaktivieren/léschen

0 0 ¢ 7. Display expiration schedule
8. Change expiration schedule entry

Auswertung detailierter Informationen je Benutzer
* * * Owned Objects, Private Authorities, Authorized Objects, Primary Group Authorities
9. Print profile internals



Security Tools

Auditing

Mdoglichkeit die Audit-Journal relevanten Systemwerte zu dndern
* * ¥ 10. Change security auditing
11. Display security auditing
12. Copy audit journal entries

System Security

NICHT ausfiihren, andern Systemeinstellungen auf eine Art und Weise dass es zu Problemen fiihren wird!!!

* ** 60. Configure system security
61.Revoke public authority to objects

Uberpriift die Integritiit von Objekten eines bestimmten Eigentiimers (z.B. Q*)
kK 62. Check object integrity



Security Tools

Reporting

Auswertung welche Programme die Rechte eines anderen Benutzers nutzen (z.B. QSECOFR).
** f( Auch Auswertung der Anderungen moglich
21. Adopting objects

* * * Auswertung der Audit Journal Eintrage
22. Audit journal entries

* * * Auflistung aller Authorization Lists und ihrer Berechtigungen
23. Authorization list authorities

Private und public Berechtigung auf Befehle pro Bibliothek
* * * 24, Command authority
25. Command private authority



Security Tools

RAK

RAK

RAK

RRK

Reporting

Berechtigung auf alle Objekte der Kommunikationsdefinitonen
26. Communications security

Berechtigung auf alle Objekte der Kommunikationsdefinitonen
26. Communications security

Auswertung der public Berechtigungen auf Benutzerprofile
42. User profile authority

Berechtigungsauswertung fiir unterschiedliche Objektarten
27. Directory authority 28. Directory private authority 29. Document authority
30. Document private authority 31. File authority 32. File private authority
33. Folder authority 34. Folder private authority 35. Job description authority
36. Library authority 37. Library private authority 38. Object authority
39. Private authority 40. Program authority 41. Program private authority
43, User profile private authority 44. Job and output queue authority 45. Subsystem authority
46. System security attributes 47. Trigger programs 48. User objects
49. User profile information
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IBM Navigator for |



IBM Navigator for i

Bietet ein modernes web based Interface
Managen und Monitoring einer oder mehrere IBM i Instanzen

Neue Version wurde 09/2021 released

Verfugbar tber die HTTP Group PTF fiir V7R3, V7R4 und V7R5

Lauftim QHTTPSVR Subsystem im ADMIN1 Server Job

Default URL ist http://hostname:2002/Navigator
oder https://hostname:2003/Navigator

.0

Subsystem/Job
QHTTPSVR
ADHMIN
ADMIN
ADMIN
ADMINI1
ADMINS3
ADMINA
ADMINS

Elapsed

Work with Active

Current
User

QSYS
QTMHHTTP
QTHMHHTTP
QTHMHHTTP
QUEBADMIN
QUWEBADMIN
QUEBADMIN
QLWISVR

time:

00:00: 00

Type CPU
BCH
BCI
BCI
BCI
BCI
BCI
BCI

)
0

g

PR AR @S

o

[~]

0272

Active jobs:
Function

PGM-QZHBMAIN

/QIBM/Prod
JY¥M-/QIBM/Prod
JYM-/QIBM/Prod
JVM-/7QIBM /Pt

3723 22:%
208

Status

DEQL
SIGH
SIGU
SIGU
THDUW
THDW
THDUW
THDUW
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IBM Navigator for |

IBM Navigator for i
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* Unterteilt in Funktionsbereiche und
Kategorien

. Zusa_mmenhénﬁende Settings sind in einem
Menu dargestellt

* Meist verwendete Ansichten kénnen als
Favoriten gespeichert werden

Absicherung durch Definition von
Zugriffskontrollen dringend empfohlen

Configuration and Service

System Values °

Software

Program Temporary Fixes (PTF)

Nachfolgende Slides bieten einen_Uberblick
uber die'einzelnen Darstellungsmaoglichkeiten

PTF Groups °

License Information

ISCsl

IBM Navigator for i

System ASP %: 59.55 /A
=] System Values

Category T| Description T.

System Values: Auditing b4

peciuily AudibConisol Security auditing level (QAUDLVL). Controls the level of action auditing on the

1
Security Auditing Level e

Security Auditing Level Extension i:\ Mo security action auditing will occur on the system (default)

Journaling

Available actions: Actions to audit:

Nao results found | Authorization failure

New Objects (“"AUTFAIL)

Object creation ("CREATE)

L
I}) Object deletion (*DELETE)
Job base tasks ("JOBBAS)
Job thread-level profile
changes (*JOBCHGUSR)
Job tasks (*JOBDTA)
Klat L b tanl

Use both QAUDLVL and QAUDLVL2 system values to determine the security
actions to be audited

System Values 1)

| Fiter | | Fitter

Date and Time Changes date, time, and time zone information

Devices

i mm > B

Changes device auto-configuration and recovery values

\ |__Fmer |

Auditing Changes auditing values QAUDCTL, QAUDLVL, QAUDLVL2, QAUDENDACN, QAUDFRCLVL, QCRTOBJAUD

QDATETIME, QCENTURY, QDAYOFWEEK, QDATE, QYEAR, QMONTH, QDAY, QLEAPADJ,
QTIME, QHOUR, QMINUTE, QSECOND, QTIMADJ, QUTCOFFSET, QTIMZON

QAUTOCFG, QDEVNAMING, QAUTORMT, QAUTOVRT, QDEVRCYACN
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Security Configuration Information

Security Configuration Information

= Actions

Name T

Filter

Security Level

Pending Security Level

Password Level

Pending Password Level

Password Change Block
Password Expiratien Interval

Passwaord Expiration Waming

Password Rules

Password

Current Value ]

Filter

40

*NONE

*NOMAX

*PWDSYSVAL

Changes password expiration and validation

The current setting for the password rules (QPWDRULES) system value

* Zentrale Stelle flir die meisten Security Relevanten Einstellungen

* Anzeige der gesetzten Werte sowie detailierter Informationen

* Betroffene System Values werden im jeweiligen MenU aufgelistet

«  Uber die Hauptpunkte kann direkt zu den jeweiligen Einstellungen navigiert werden

Description T)

| Filter

Security Level (20, 30, 40, 50) (QSECURITY)

The security level that the system will use after the next IPL

Password Level (0, 1, 2, 3, 4) (QPWDLVL)

The password level that the system will use after the next IPL

The current setting for the block password change (QPWDCHGBLK) system
value

The current setting for the password expiration interval (QPWDEXPITV)
system value

The current setting for the password expiration warning (QPWDEXPWRN)

system value
100 v

Total Rows: 43

Any of these: "PWDSYSVAL, *,

Security Configuration Info
Audit Joumal Entries

> Authority Collection
Authorization Lists
Function Usage

> Intrusion Detection

> Network Authentication Service

> Enterprise Identity Mapping (EIM)

1BM Digital Cartificate Manager for |

System Values: Password

Fasswoidlicvelicencaty

Validation 1

Values Tl

Fiter Long passwords using an unlimited character set (3) *

20=Password security only, 30=Password and

operating system integrity, 50=Password, objec Validation 2

Password level (at next restart) (QPWDLVL):

Blank=No change, 20=Password security only,  Expiration
object, and operating system integrity, 50=Pas:
integrity

Long passwords using an unlimited character set (2)

0=User profile passwords with a length of 1-10
passwords with a length of 1-10 characters are
length of 1-128 characters are supported, 3=Us
characters are supported *, 4=User profile pas:
supported *

o Long passwords using an unlimited character set (3)

Leng passwords using an unlimited character set (4)

Minimum time between password changes (QPWDCHGBLK):

o None

Hours (1-99) 1-99

Blank=No change, 0=User profile passwords w
1=User profile passwords with a length of 1-10
passwords with a length of 1-128 characters ar
length of 1-128 characters are supported *, 4=|
characters are supported *

Specify the Password Approval Program to control the validation of new passwords (QPWDVLDPGM):

o None

Use the validation programs retrieved from the registration facility

*NONE, 1-99 Hours

*NOMAX, 1-366 Days

1-95 Days Program:

Library

*CHRLMTREF, *DGTLMT;

*DGTLMTFST, *DGTLMTLST, *DGTMAXn, *DGTMINN, *LMTSAMPOS, “LMTPRFNAME, :

*LTRLMTAJC, *LTRLMTFST, *LTRLMTLST, *L.TRMAXn,
*MINLENm

MINn, *MAXLENnnn,
MIXCASER, *REQANY 3, *SPCCHRLMTAJC, *SPCCHRLMTFST,

*SPCCHRLMTLST, *SPCCHRMAXn, *SPCCHRMINn

QPWDLVL, GPWDCHGBLK, QPWDVLDPGM, QPWDMINLEN, QPWDMAXLEN, QPWDRQDDGT,

QPWDLMTAJC, QPWDLMTCHR, QPWDLMTREF, QPWDRQDDIF, QPWDPOSDIF,

QPWDRULES, QPWDEXPITV, QPWDEXPWRN
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System Values

* Beispiel System Values

* Anzeige in Kategorien unterteilt

* Logische Gruppierung zusammenhangender Werte
» Zusatzliche Informationen

System Values: Password

Eassword fevel {cumvesif):

Validation 1 Long passwords using an unlimited character set (3) *

Validation 2 Password level (at next restart) (QPWDLVL):

Expiration

Leng passwerds using an unlimited character set (2)
o Leng passwords using an unlimited character set (3)

Long passweords using an unlimited character set (4)

Minimum time between password changes (QPWDCHGBLK):
None
Q) Hours (1-99) | 24 1-99

Specify the Password Approval Program to control the validation of new passwords (QPWDVLDPGM):

o None
Use the validation programs retrieved from the registration facility

Program:

Library:

System Values: Security X
Security level (QSECURITY):
Public Authority Passwords are required and users’ access is based on their authority (30)

lser D) in Obiect 0 Protect from undocumented system interfaces (40)
ser Domain Objects
Enhance protection of system interfaces (50)

Scan
Allow server security information to be retained (QRETSVRSEC)
Shared Memory

Users who can cause programs to use adopted authority from calling programs (QUSEADPAUT):

System TLS
0 All users
Authorization list:

System Values: Auditing X
SecubtyAuditcontrol Security auditing level (QAUDLVL). Controls the level of action auditing on the
Security Auditing Level sypdom:

Security Auditing Level Extension No security action auditing will occur on the system (default)
Journaling Available actions: Actions to audit:

: P Authorization failure ~
New Objects Attention events (*AUTFAIL)

("ATNEVT)

System integrity violation
(*PGMFAIL)

Job tasks (*JOBDTA)

Job base tasks (*JOBBAS)

Job (thread level) profile
changes (*JOBCHGUSR)
Communication and
networking tasks
(*NETCMN)

Network base tasks
(*NETBAS)

Network cluster tasks

(*NETCLU) Telnet Server connections

(*NETTELSVR)

Use both QAUDLVL and QAUDLVL2 system values to determine the security
actions to be audited.
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User Profile Information

Beispiel User Profile

Standard View zeigt Basis
Information

Uber die Auswahl der Columns
kdnnen zusatzliche Spalten
eingeblendet werden (z.B.
Previous Sign On, Password
Indicator, ...)

Filtern nach Kriterien mdglich
(z.B. Status *ENABLED,
Special Authorities *ALLOBJ)

Es konnen auch direkt
Anderungen vorgenommen
werden

Ahnliche Darstellung fiir
Gruppen Profile

Users
= Actions

Name Special Authorities T/ | Suppl | Groups 11 | pescripﬁon Tl
o] Filter Filter Filter Filter Filter

QoBJC "ENABLED "NONE 1BM-supplied User Profile
QPEX "ENABLED *NONE IBM-supplied User Profile
QPM400 "ENABLED *JOBCTL "IOSYSCFG "NONE IBM-supplied User Profile
QRJE "ENABLED *JOBCTL *NONE IBM-supplied User Profile
QSECOFR *ENABLED Z%IS_SSBSF'%ECADM *JOBCTL "SPLCTL "SAVSYS “SERVICE "AUDIT “NONE Security Officer
QSECTEST "DISABLED "ALLOBJ "JOBCTL "SPLCTL ITOPR ITGIT ITPS - Demo User Profile Setting
QSNADS "ENABLED "NONE IBM-supplied User Profile
QsPL *ENABLED "NONE Internal Spool User Profile

Columns... X QSECTEST - Properties

nooo

Available Columns

Filter

Previous Sign-On

Privilege Class

Previous Sign-On (Browser Time)
Sign-On Attempts Mot Valid

Password Change Date

Password Change Date (Browser Time)
No Password Indicator

Password Level_0_1

Password Level_2_3

Password Expire Interval

Password Expires

»

s

Current Columns

Filter

Name

Status

Special Authorities
Group

Supplemental Groups

Description

IBM Mavigator for i SOL Service...

L

User:
Name *: QSECTEST
Description: ITPS - Demo User Profile Setting
Class: User A
Enable user
Password:
Password: Use same password

User must change password at next sign-on

User expiration:

Mever hdl

User expiration date

Additional user settings:

Es Capabilities 3 Jobs 2 Networks

o
r* Personal
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Passwort Rules

Beispiel Passwort Rules

Unterschiedliche Settings
werden an zentraler Stelle
zusammengefasst

Zusatzliche Informationen
Default/Min/Max Werte
Einfache Anderung

System Values: Password

Password level (coment:

Validation 1 Long passwords using an unlimited character set (3) *

Validation 2 Password level (at next restart) (QPWDLVL):

Expiration

Long passwords using an unlimited character set (2) %

o Long passwords using an unlimited character set (3)
Long passwords using an unlimited character set (4)

Minimum time between password changes (QPWDCHGBLK):

o None

Hours (1-99) 1-99

Specify the Password Approval Program to control the validation of new passwords (QPWDVLDPGM):

o None

Use the validation programs retrieved from the registration facility

Program:

Library

System Values: Password

General

Password level (current):

Long passwords using an unlimited character set (3) *

Password validation options (QPWDRULES):

Expiration Use the validation system values on the Validation 1 tab

0 Use the following validation rules. Certain cerresponding system values on the Validation 1 tab will be ignored.

Password Lengths:
Minimum length (1-128) (QPWDMINLEN). | 1 1-128

Maximum length (1-128) (QPWDMAXLEN): | 128 1-128

Letter Characters:
Minimum Number (0-9). 0 0-9

Maximum Number (0-9): 9 0-9

Restrict consecutive letter characters

Digits:
Minimum Number (0-9) | 1 0-9 ks
Maximum Number (0-9): | 9 0-9

Restrict consecutive digits

Expiration Minimum length (1-128) (QPWDMINLEN): | 6 1-128

Maximum length {1-128) (QPWDMAXLEN): | 8 1-128

Password characters:

Require at least one digit (QPWDRQDDGT)
Restrict consecutive digits (QPWDLMTAJC)

Restricted characters (QPWDLMTCHR):

Restrict repeating characters (QPWDLMTREP): | Characters may be used more thanonce v

Previous passwords:

Password re-use cycle (QPWDRQDDIF): After 1 password v

Require a new character in each position (QPWDPOSDIF)

Special Characters:
Minimum Number (0-9) 0 0-9

Maximum Number (0-9) 9 0-9

Restrict consecutive special characters

First Character:

Restrict from being a letter
Restrict from being a digit

Restrict from being a special character

Last Character:
Restrict from being a letter
Restrict from being a digit
Restrict from being a special character

Restrict repeating characters Characters may be used more than once

Require a new character in each position from previous password
Restrict user profile in password
Require a minimum number of lowercase and uppercase letters (0-9):
0 0-9 L\\)
Require characters from at least 3 of the following types of characters (upper, lower, digit, special)

Enforce all password validation options when creating or changing a password with CRTUSRPRF or CHGUSRPRF.
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File Shares

File Shares

Server Share | Path S S A - Encryption
Path Name | Availability Tl Permissions T, Authorization List T1 Description Tl Current Users T. Required

Filter Filter Filter Filter Filter Filter Filter Filter
QDIRSRV &7 IQIBM/ProdData/0S400/DirSrv | Available 0S5/400 -- Directory Services

PRODDATA & 1QIBM/ProdData Available R 0 NO

Be|Sp|e| Fi Ie Sha res HOME o Thome Available RW a 2

Auflistung aller definierten File
Shares File Shares

Permissions

Object
IQIBM/ProdData

Defi n ie rte S h a re Be reChtig u ng Type: OQwner: Primary group: Authorization list (AUTL):

Qsys (None) (None)

Definierte IFS Berechtigung je I s _

New File Share (Based on)
User Pfoperties Name Read Write Execute Management = Existence Alter Reference Exclude From AUTL

. . Stop Sharing *PUBLIC [] (]
Export der Liste in CSV Format o o o o To To e

QDIRSRY (]

I New File Share.
Export Selected |

| Export Al | 2 Home Insert Draw Page Layout Formulas Data Review View Automate Developer Help Power Pivot

Refresh

vl fx

| Select All ]

Deselect All ] |
| 1 Ll Server Share Name Path Name Path Availability Permissio Authorization List Description

> 1 = 2l CDIRSRY /QIBM/ProdData/05400/DirSrv  Available *RW 0S/400 -- Directory Services
[Disabled User IDs ! PRODDATA /QiBm/ProdData Available *R
1 HOME [home Available *RW

p IBM i NetServer Status
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Function Usage

* Beispiel FTP Server

* Regelt den Zugriff auf IBM i
Applikationen und Funktionen
z.B. FTP, ODBC, ... aber auch

IBM Navigator for i

Change Function Usage

. s Default All Object
Function 1D Description Usage Indicator
Permission to logon to the FTP Server.
QIBM_QTMF_SERVER_REQ 0 Must be allowad to use other server ALLOWED NOT USED
operations.
Total Rows: 1
Usage options for the selected function IDs

Default authority: Allowed Vv

*ALLOB special authority: | Not used |

Usage options for specified user and group profiles for the the selected function

Profile(s) : | Browse Profiles

Access Allowed Access Denied

No results found No results found

Function Usage
Function ID T}

[ | QTWF_SERVER

Function Name T|

| Fliter

Default
Usage

| Filter

T

All

Object Tl

Indicator

F\iter

Profiles

Allowed Tl Description T
I Denied

| Filter I | Filter

QIBM_QTMF_SERVER REQ 0 ALLOWED NOT USED - Fo’:::;ﬁi:_?;l to logon to the FTP Server. Must be allowed to use other server

QIBM_QTMF_SERVER_REQ_1
QIBM_QTMF_SERVER_REQ_2
QIBM_QTMF_SERVER_REQ 3
QIBM_QTMF_SERVER_REQ 4
QIBM_QTMF_SERVER_REQ_5
QIBM_QTMF_SERVER_REQ 6
QIBM_QTMF_SERVER_REQ 7
QIBM_QTMF_SERVER_REQ_ &
QIBM_QTMF_SERVER_REQ 9

QIBM_QTMF_SERVER_REQ_10

Create Directory/Library
Delets Directory/Library
Change Directory

List Files

Delete Files

Send Files

Receive Files

Rename Files

CL Commands

Clear Command Channel

ALLOWED

ALLOWED

ALLOWED

ALLOWED

ALLOWED

ALLOWED

ALLOWED

ALLOWED

ALLOWED

DENIED

NOT USED

NOT USED

NOT USED

NOT USED

NOT USED

NOT USED

NOT USED

NOT USED

NOT USED

NOT USED

Use of server subcommand MKD to create directories.

NO Use of server subcommand RMD to delete directories.

NO Use of server subcommand CWD to change current directory.

NO Use of server subcommands LIST and NLST.

NO Use of server subcommand DELE to delete files.

NO Use of server subcommand RETR to send files to client.

NO Use of server subcommands STOR, STOU, and APPE to receive files from client.
NO Use of server subcommands RNFR, RNTO to rename files.

NO Use of server subcommand RCMD to execute CL commands.

NO Use of Server subcommand CCC to end encryption of the control connection.
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Audit Journal Auswertung

Beispiel Audit Journal

Unterschiedliche Views
(Chart/Detail)

Mdglichkeit zu Filtern

Informationen zu Journal Codes
und Entry Types

Klick auf Balken des Chart View
offnet direkt die Details

Automatischer Refresh

Command String (CD) Detail View

= Actions

Timestamp T User Name 1]

Filter Filter
2023-02-25 09:57:23.445136

2023-02-25 10:26:41.163536 L
2023-02-25 10:40:17.114416

2023-02-25 10:59:30.722368

View Configuration

Select view
Q Chart View Detail View

Select audit journal entries

Authority Failure (AF)
p—T)

)

Authority Changes (CA)

Command String (CD)

Create Object (CO)

User Profile Changes (CP)

Delete Object (DO}
Select chart mode
Q Daily View 25022023

Weekly View From: | 19.02.2023

Filter by user

Usemame:

Qualified Job Name T[]

Filter

419975/QUSER/QZRCSRVS

419979/QUSER/QZRCSRVS

419978/QUSER/QZRCSRVS

419978/QUSER/QZRCSRVS

E From: | 12:00 AM

B ™ |seas

Note: The underlying audit joural receivers must be present for the chosen date range

Program ;
Library :

Filter

QSsYs

QsyYs

QsyYs

asys

E To: | 11:59 PM

Program
Name

Filter
QZRCSRYS

QZRCSRVS

QZRCSRVS

QZRCSRVS

Audit Journal Entries - Summary View

"y Filters

Command String T.

Filter

CHGJOB JOB(169742/QUSER/QZDASSINIT) INQMSGRPY(*DFT)

QSYS/CHGAUT OBJ(/QIBM/UserData/05/\WebTrustStore/\WebTrustStore’) USER({QWEBADMIN)
DTAAUT(*RW) OBJAUT("ALL) SUBTREE("ALL) SYMLNK(*YES)

QASYS/CHGAUT OBJ(VQIBM/UserData/0S400/Navigator/preferences!') USER(*PUBLIC) DTAAUT(*WX)
OBJAUT["ALL) SUBTREE("ALL) SYMLNK{*YES)

QSYS/ICHGAUT OBJ(/QIBM/UserData/0S400/Navigator/preferences!’) USER{*PUBLIC) DTAAUT{™WX)
OBJAUT("ALL) SUBTREE("ALL) SYMLNK{"YES)
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ACHTUNG: Anderung Systemeinstellungen

Auditing Configuration
Daily Summary View » Auditing Configuration
Auditing Action Audit Journal Entry Types Enabled
ACHTUNG . Filter Filter Filter (erfer true or false)
Unbeab5|cht|gte Anderungen von systemweiten Einstellungen sind o I ,
iEICht mog |Ch Attention events ("ATNEVT) M O
Z.B. belm Menu AUdlt Journal Entries éndert dle Opthn AUdltlng Authorization failure ("AUTFAIL) AF,CV,DI,GR,KF IPPW,VC VO VN,VP.X1 XD ()
Conflguratlon direkt die betreffenden System Values Oblect creation (“CREATE) AU.CO.,DILXD [ @)
\I}Vegrlter nach rEChtS/“nkS aktiViert/deaktiViert direkt den betreffenden (bject deletion (‘DELETE) AU.DO.DILD XD " @)
. e . . . . . “ . . Job tasks (*JOBDTA) J5,5G VC VN.VS
Eine eigene Bestatigung,,Sind Sie sicher?" gibt es nicht
Communication and networking tasks (*NETCMN) CU.CVIR.IS ND,NE.SK
Secure network connections (*NETSECURE) SK
Telnet Server connections ("NETTELSVR) SK
User Datagram Protocol traffic (*"NETUDP) SK
Object management (*OBJMGT) DI.OM ()
Audit Journal Entries - Summary View Display System Value
System value . . . . . : QAUDL YL
Description Lo .. Security auditing level
Detail View Auditing Auditing
Detail View (new tab) options options
View Confiaura *ATHEVT
View uDl'ITlngr..‘,.t on *AUTFAIL
Auditing Configuration ZBEEE¥E
Refresh *0BJMGT

View SQL




Intrusion Detection System (IDS) — V7R5

Intrusion Detection Policies

Uberwachung des TCP/IP Netzwerks

« Intrusion Events: nicht berechtigte Versuche in das System einzudringen Policy Name 11 Policy Type 1! Saws 11 poitesces 1\ | Poms ' | Addresses 10 | RemotePorts Ti | Description 1)
*  Extrusion Events: System wird als Source fiir Angriffe auf andere Systeme e e e O o e | i il [
verwendet
Definition Gber Policies _ bl b
QIBM_Flood Attack (Flood) Enabled IBM-supplied default flood attack policy
Protokollieru ngim Audit Journal QIBM_Fraggle Attack (Fraggle) Enabled | Al Al Al Al T
Anzeige Via IBM NaVIgatOI‘ fOI‘ | QIBM_ICMP_Redirect Atack (ICMP Redirect) Enabled | Al Al All Al L?g;";g!ff default ICMP redirect

Versténdigung Via QSYSOPR Oder E—Ma|| QIEM_IP_Fragment Attack (IP Fragment) Enabled | Al Al Al Al L?g;“;;’lgff default IP fragment

Security Configuration Info

Audit Journal Entries

» Authority Collection

Authorization Lists

Function Usage
Intrusion Detection

Manage Intrusion Detection

Manage Policies

Dizplay Events

QIBM_Malformed_Packst Attack (Malformed Packet) Enabled | Al All All All IBM-supplied default malformed packet

» Network Authenfication Service

» Enterprise Identity Mapping (EIM)

attack palicy
Intrusion Detection Events- Last 1 Days

Event Details
Detected by policy: QIBM_Scan
Date and time Sat Feb 25 15:16:02 CET 2023
Intrusion type Scan . i Local IP Remote IP -
Direction Inbound Date and Time T| Type Tl Direction T) Tl | Local Port T] Tl | Remote Port 1)
Protocol: 6 (TCP - Transmission Control Protocol) k=S kliess
Local IP address 127.00.1 . . ; . ; . .
Local port 5589 Filter Filter Filter Filter Filter Filter Filter
Remote port 24885
IDS packet throttling active:  No Sat Feb 25 15:16:02 CET 2023 Scan Qutbound 127.0.0.1 24385 127.0.01 5939
Number of discarded packets: 0
TCPAP stack Production stack Sat Feb 25 15:16:02 CET 2023 Scan Inbound 127.0.0.1 5989 127.0.0.1 26867
Audit sequence number 1698

packet Sat Feb 25 15:16:02 CET 2023 Scan Qutbound 127.0.0.1 26867 127.0.0.1 5989
£50000400000400040060000710000017f00000 1613517654d38742000000000600

04fid701030306010 1010402

IEM Digital Certificate Manager for i
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IBM i Services (SQL) evaluieren

Informationen im Webinterface direkt als
SQL-Statement ausfiihren
The selected task requires IBM i Access Client Solutions be actively listening for these requests.

If you do not have IBM i Access Client Solutions, you may learn more, and download it here: ° NaVigator Req Uests in IBM i ACC@SS Client
hitps:/ibm biz/IBMi_ACS SO I uti o n S Sta rte n View SQL (itpsas04.cloud.local)

SELECT " FROM TABLE(
QSYS2ACTIVE_JOB_INFO
RESE’

« Uber den SQL-Button im Webinterface

DETAILED_INFO=>NONE')

Launch IBM i Access Client Solutions to Run SQL s

Once IBM i Access Client Solutions is on this device, perform the following steps to start listening for requests:

« Create a system configuration for this node. Click on the 'System Configurations' link from the main interface,
then click the "New' button -
« On the main ACS interface, under the Tools menu, select 'Navigator Requests'. Select the desired system Run SQL drUCken fmit 100 offset 0

and click 'Start'.
Once you have an active listener for the current node, launch the request again. ° Im Ru n SQL Scri pts Fenster Wi rd das
% Run SQL Scripts - [TPSASD4.cloud.local(ltpsas03)

€ Navigator Requests X SQ L—Statement a utomatisch ei ngefu gt Fle Eit_Seorch View Connection Run Euplsin Monfor Edter Tools Help

HE-Hid- & DOSUAR B (FPI| 0 @ ©|hflig|@
[) untitled 1 % [J*Untitled 2 X [JUntitled 3 X

* Filter werden Gibernommen, ==

z FROM TABLE (
QSYS2.ACTIVE_JOB_INFO(RESET_STATISTICS => 'NO',

H 3

Spaltenauswahl nicht : R i i o on s 1G04 > A1, CORSEST CRER G157 FEITER - 1, SETATIER S0RS -0 o)
5
&

r Connection Information

K amm = - '
LIMIT 100 OFFSET O

§ |8 o g e ]

am = m e
3 po— = -
e | o] CORDINAL_POSITION  JOB_NAME JOB_NAME_SHORT ~ JOB_USER JOB_NUMBER  INTERNAL JOB_ID SUBSYSTEM
%X e m— = - S - - R
X Ml we w o] 1164124/QSYS/APACHEDET APACHEDFT osys 164122 00520001005B3300A94E52197216A001 APACHEDFT A
Komme cmmw — ° H 2169782/QTMAHTTR/APACHEDFT ~ APACHEDFT QTMHHTTP 169782 0052000100524B00A94F937CAD203001  APACHEDET

e rn a IV a n n a s a e I I Ie n a u C 3169793/QTMEHTTR/APACHEDFT  APACHEDFT QTMHHTTP 169783 0052000100533B00A94F937CFSA3E00L  APACHEDFT

4 169784 /QTMEHTTE/RPACHEDFT ~ APACHEDFT OTMHHTTP 169784 00520001005ASFO0A94F937CFCCT1001 APACHEDFT
00520001005D9300A94F937D05C22001 APACHEDFT

Start] [ suw N direkt Gber copy/paste ibernommen s o e e B

7 163433/Q5YS/QBATCH GBATCH QsYS 163433 005200010051DF00AI4E38077C3E001  GBATCH

We rden & 163435/Q5Y5/QCHN oo QsYs 163435 0052000100521700234E3807TE1A0001  GOMN
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IBM i Services (SQL)

IBM i Services (SQL)

Content

You are in: IBM i Technology Updates = Db2 for i - Technology Updates > IBM i Services (SQL)

Typeof IBMi IBMi

Zugriff auf viele System Services mittels system-provided SQL views,

procedures und functions

SQL Interface um auf System Informationen zuzugreifen

Keine Notwendigkeit mehr Programme zu entwickeln (System API’s)
Werden laufend von der IBM weiterentwickelt

Je nach OS und PTF Level sind unterschiedliche Services verfligbar

Liste der Services

» online unter IBM i Services (SOL)

* Via IBM Navigator for i

IBM i Service Service 7.5 7.4 IBMi 7.3 IBMi7
QSYS2.ACTIVATION_GROUP_INFOQ fTS:cl?ion Base i‘?j?zooil SF99703 Level 28 Not Suppc
0QSYS2.ADD_USER_INDEX_ENTRY() Procedure Base ?5?;_2004 Not Supported Not Suppc
QSYS2.ADD_USER_INDEX_ENTRY_BINARY() Procedure Base ?;?;72004 Mot Supported Not Suppc
QSYS2.BINDING_DIRECTORY_INFO View Base ?;?j’;ood SF99703 Level 28 Not Suppc
QSYS52.BOUND_MODULE_INFO View Base ?;93_:104 SF99703 Level 16 Not Suppc
QSYS2.B0UND_SRVPGM_INFO View Base i?j;ﬁd SF99703 Level 16 Not Suppc

1BM Navigator for i SQL Services

no IBM i SQL Services

OJ

Category 11 Schema Name 1] Name 11 SQL Object Type 11 Eg}gﬁ;"mi“‘e 11 Example Tl

SECURITY Filter Filter | Fiter Fiter Filter

SECURITY esvs2 USER_INFO VIEW VER1MO ~ Description: Which users are at isk of becoming disabled...2>More<<

SEC FUNCTION_USAGE VIEW VBRIMO ~ Description: Which Database function usage has been grant. >>More<<
@ SECURITY asvs2 GROUP_PROFILE_ENTRIES VIEW VER1MO — Description: Review "ALLOBJ users SELECT AUTHORIZATION...2>More<<
@ SECURITY asvs2 SQL_CHECK_AUTHORITY SCALAR FUNCTION VER1MO - Description: Dioes this user have authority to query this .. >>Morec<
% SECURITY asvs2 SET_COLUMN_ATTRIBUTE PROCEDURE VER1MO - Description: Secure salary column values i the SQL Perfo. >>More<<
‘& SECURITY asvs2 DRDA_AUTHENTICATION_ENTRY INFO | VIEW VTR1MO ~ Description: Retrieve the DRDA Authentication Entry info . >>More<<

SECURITY asvs2 AUTHORITY_COLLECTION VIEW VTR3MO - Description: Review authority faiures, contrasting the a.. >>More<<
'Q? SECURITY Qsvs2 OBJECT_PRIVILEGES VIEW VIR2MO - Description: Review "PUBLIC authority for user libraries . >>More<<
& SECURITY QsY52 AUTHORIZATION_LIST_INFO VIEW vird ~ Description: Find objects not included in the authorizati...>>More<<
é SECURITY Qsvs2 AUTHORIZATION_LIST_USER_INFO VIEW VTRZMO - Description: Review JOEUSER's object access via authoriza... >>Morec<
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System Values

* View QSYS2.SYSTEM_VALUE_INFO liefert den Namen
und Wert aller Systemvalues des Systems

¢ 0OS: WRKSYSVAL SYSVAL(*ALL)
* APL: QWCRSVAL

1l -- List all Systemvalues

& SELECT S5YSTEM VALUE NAME A5 “"NAME",

3 COALESCE (CURRENT CHARLCTEER VALUE, CHAR (CUREENT NUMERIC VALUE)) AS "VALUE"
4 FROM Q5Y32.5Y5TEM VALUE INFO

5 CRLEER BY S5YSTEM VALUE NAEME;

HAME VALUE

QRENORMSW 0

QaCGLVL YHONE

QRCTJOB 200

QRDLACTJ 30

QRDLSFLA 2048

QADLTOTJ 30

QRLWJOBITE O

QATWOBJRST *ALL
QALWISEDMN *ALL

QBASTIVL YBASIC
QRTHNEGH QEZMAEIN Q5YS
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Security Information

For complete detail, visit this IBM Documentation page: SECURITY_INFO view

View QSYS2.SECURITY_INFO liefert eine Zeile mit

Informationen zur IBM i Security Konfiguration T ek b S
» Add ALLOW_PASSWORD_EXIT_PROGRAM_ADD _REMOVE column
OS DSPSECA’ DSPSECAUD Enhanced with IBM i 7.4 SF99704 Level 15 and IBM i 7.3 SF99703 Level 26:
API QSYRTVSA » Add the following columns:
VERIFY_OBJECT_RESTORE, ALLOW_OBJECT_RESTORE, USE_ADOPTED_AUTHORITY, ALLOW_USER_DOM
AIN,
Dieses Beispiel Zeigt d|e Iaufende WeiterentWiCklung LIMIT_SECOFR_ACCESS, INACTIVE_JOB_TIMEOUT, INACTIVE_JOB_MESSAGE_QUEUE,
von IBM DISCONNECTED_JOB_INTERVAL, AUTOCONFIGURE_DEVICES, and
AUTOCONFIGURE_REMOTE_CONTROLLERS
1l —-- List Security Informatior
Z SELECT #
3 FRCM QSYS52.5ECURITY INFO;
4
5

SECURITY LEVEL FENDING SECURITY LEWVEL FASSWORD LEVEL FENDING PASSWORD LEVEL  AUDIT JOURMAL EXISTS
40 - 3 - YES
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User Information

* Views QSYS2.USER_INFO und QSYS2.GROUP_PROFILE_ENTRIES liefern
detailierte Informationen zu Benutzer und Gruppen Profilen

* Informationen einzelner Services konnen leicht miteinander kombiniert werden

* Filtern auf bestimmte Werte z.B. *ALLOBJ,*SECADM,*AUDIT Special Authorities
ist mdglich

* Sowohl Eintrage des GroupProfiles sowie SupplementalGroupProfiles kdnnen
berlicksichtigtwerden

*  OS: WRKUSRPRF USRPRF(*ALL)
* APIL: QSYSUSRI

AUTHORIZATICN NAME

QFM400
QRJE
QSECOFR
QSNADS
QSPL
QSPLJOB

AUTHORIZATICN NAME

-
=
QLPAR
QLPAUTO
QLPINSTALL
QSECOFR

FREVIOUS SIGNON
2023-02-20

GROUP_PROFILE_NAME
QWQADMGRP
ITOPR

01:11:33.000000

STARTUS PASSWORD CHRLNGE DATE
*ENABLED  2019-06-05 17:01:02.000000
*EMABLED 201%-06-05 17:01:01.000000
*ENABLED  2019-06-05 19:19:31.000000
*ENMABLED 2019-06-05 17:01:01.000000
YEMABLED 2015%-06-05 17:01:01.000000
*ENABLED  2019-06-05 17:01:01.000000
bl
USR_SPECIAL AUTHORITIES
*ALLOBJ *SECRDM *JOBCTL *SPLCTL
*ALLOBJ ‘SECADM *JOBCTL *SPLCIL
"ALLOBJ *SECADM *JOBCTL *SPLCTL
*ALLOBJ \SECADM *JOBCTL *SAVSYS
*ALLOBJ *SECADM *JOBCTL *SAVSYS
*ALLOBJ *SECRDM *JOBCTL *SPLCTL

NO_PASSWORD INDICRTOR

YES

BE ITAPP

No

ITGIT

YES —

YES ITvPR

YES ITOPR
ASAVSYS *SERVICE YAUDIT *TOSYSCFEG
*SAVSYS *SERVICE *AUDIT *JOSYSCFG
YSAVSYS *SERVICE YAUDIT *TOSYSCEG
*TOSYSCEG

*I0SYSCEG
*SAVSYS *SERVICE *AUDIT *TOSYSCFG

GROUP_PROFILE NAME

SELECT *

SELECT

-1 mon e W

USER_PROFILE NAME
ITPS
iy

FERIALI
wi

GRP_SPECIAL AUTHORITIES

*ALLOBJ

*SECADM *JOBCTL

FROM Q5Y52.USER_INFO;

= n s

FRCM Q5Y52.GROUP_FROFILE ENTRIES;

USER_TEXT

IT-PS
IT-PS ===

*ALLOBJ Profile

IT-PS Ferialpraktikanten

IT-PS |

*SPICTL *SAVSYS

*SERVICE *AUD
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User Profile mit PUBLIC Berechtigung

Table Function QSYS2.0BJECT_PRIVILEGES liefert eine
Zeile flir jeden authorisierten User des betreffenden
Objektes

Andere SQL-Syntax im Vergleich zu Views
Grundsatzlich sind alle Objekt Type der IBM i unterstiitzt

Neben AuthorizationLists werden auch Primary Group
sowie Objekt- und Datenberechtigungen angezeigt

OS: DSPOBJAUT

SELECT *

o L

FROM TABLE (Q5Y52.0BJECT PRIVILEGES ('Q5Y5', "QUDESHR', " *USRFR

AUTHORIZATION USER OBJECT_RUTHORITY  AUTHORIZATION LIST FRIMRARY GROUF OWHNER OBJECT_OWNER OBJECT_OPERATIONAL OBJECT_MAMAGEMENT OBJECT_EXISTENCE DATA RERD DATL UFDATE

YFUBLIC USER DEFINED - - Q5Y5 HO HO HO HO HO HO
QS5Y5 *ALL - - QS¥S ¥YES ¥YES YES ¥YES YES ¥YES
QDBSHR *CHRANGE - - Q5Y5 HO YES HO HO YES YES
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Audit Journal Auswertung (Security)

Table Function QSYS2.DISPLAY_JOURNAL liefert
Informationen zu Journal Eintréagen

. 1l -- Andit Journal Auswertung
Filtern nach Journal Code und Type z.B: 2 SELECT ENTRY TIMESTAME
3 , JOURNAL CODE
. . 4 , JOURNAL ENTRY_TYFE
T AF Authority Failure 5 , 0B, NAME
T CA Authorlty Changes 5 , JOB_USER
T CP User Profile changed, created or restored 7 , JOB_NUMBER
g » FROGRAM NIME
9 » PROGREM LIBRARY
10 . CAST{ENTRY DATA A5 VARCHAR(30)) as ENTRY DATA
Abhanglg von den Elnstellungen der Audit Relevanten Il L D AL R - fRATIHIRIE :
1z STARTING TIMESTAMF => CURRENT TIMESTAMF - 24
Systemvalues 13 N
14
API: QjoRetrieveJournalEntries
ENTEY TIMESTLMP JOURNAL CODE ~ JOUBNAL ENTRY TYPE  JOB NAME JOB_USER JOE_NUMEER  PROGRAM NAME  PROGRAM LIBRARY  ENTRY DATA
2023-02-24 17:22:27.760864 T CE QBADEVO00D 037338 QCMD Q5¥S z Q5¥s
2023-02-24 17:18:18.1081360 T CP QBACEV000D 037338 QUMD QSYS . B 0SYS
2023-02-24 17:00:03.674208 T co EMQZLAAD CMOM 031476 LIBMQMAS R QMOM AN N
2023-02-24 17:00:03.674176 T ca EMOZLAAD OMOM 031476 LIBMQMRS B QMOM L*N YN
2023-02-24 17:00:03.674128 T ch EMQZLAAN CMOM 031476 LIBMOMAS R QMOM LE0| N
2023-02-24 17:00:03.572736 T ch AMOZLAAD CMOM 031476 LIBMQMCS R QMOM A*N N

HOURS —- Tair

*USRERF
*USRERF
YSTMF
*STMF
YSTMF
*STMF

K o= 2 0 00

30



Audit Journal Auswertung (IP-Verbindungen)

* Mit demselben Service QSYS2.DISPLAY_JOURNAL kdnnen auch Remote Verbindungen zur IBM I ausgewertet
werden

* Vorraussetzung ist auch hier das die betreffenden Eintrage mittels Audit Journal protokolliert werden

ENTRY TIMESTRAMF OCRL _TF CCRL FORT REMOTE_TF REMOTE FORT REMOTE ADLCRESS JOB NAME JOB_USER CURRENT USER CONNECTICNSTATUS
2023-02-24 17:13:03.425%504 1%2.14&8. 9478 10. 48651 10. QZ505GND QUSER QUSER Rccept
2023-02-24 17:13:03.300624 1%2.148. 9474 10. 45652 10. QZ505GHND QUSER QUSER Bccept
2023-02-24 17:13:04.174272 1%2.168. 9471 10. 45653 10. QZDASEVSD QUSER QUSER Bccept
2023-02-24 17:13:04.6295963 192.1468. 9475 10. 45654 10. QZRCSRVSD QUSER QUSER Rccept
2023-02-24 17:15:06.1988380 1%5%2.1468. 443 192.168. 51558 192.168. QTMHHTTE QTMHHTTE Accept
2023-02-24 17:15:11.2056%6 1%2.148. a0 192.168. 51585 132.1468. QTMHHITE CTMHHTTE Accept
2023-02-24 17:15:18.19%280 1%2.1468. 443 192.168. 51610 192.168. = w | QTMHHTTE QTMHHTTE Accept
2023-02-24 17:15:23.2038%¢ 1%2.148. a0 192.168. 5le32 132.168. m QTMHHTITE CTMHHTTE Accept
2023-02-24 17:17:36.207472 1%2.168. 443 192.168. 52270 192.168. g QTMHHTTE QTMHHTTE Accept
2023-02-24 17:17:41.2028%6 1%2.148. a0 192.168. 522586 132.168. QTMHHITE CTMHHTTE Rccept




TCP Service Connection Information

= L

View QSYS2.NETSTAT_INFO liefert Information zu IPv4

und IPv6 Netzwerkverbindungen

z.B. Analyse offener und nicht verwendeter Ports

(ssh,smtp,ldap,...)
OS: NETSTAT OPTION(*CNN)

o Lol L SL S BN

SELECT *
FROM Q5YS2.NETSTAT INFO;

COMNECTION _TYFE
IFV4
IFV4
IEFV4
IFV4
IEV4
IFV4
IFV4
IFV4
IEV4
IEV4

LOCAL ADDRESS

10.
127
127

CONNECTION TYEE

IEV4

S gE |
L0.0.1

127.0.0.1

10.
10.
10.
10.
10.
10.

LOCRL RDDRESS

LOCAL PORT

992 telnet-s31
7327 -
2473 as-file
8475 as-rmtcmd
9471 as-database
9471 as-database
9471 as-datakase
9475 as-rmtcmd-=
9475 as-rmtcmd-=3
9475 as-rmtcmd-=s

LOCRL PORT

LOCAL PORT MAME

LOCAL PORT_NAME
21 ftp-control
22 ssh
23 telnet
25 smtp
S0 www-http
137 netbios-ns
13% netbiocs-33sn
389 ldap
427 -
445 cifs
445 drda
447 ddm
443 ddm-3s1
4459 as-svrmap
515 1pd
636 ldaps
657 rmc
980 ftps-control
992 telnet-s531

.0 2002 as-adminl-http
L0 2006 as-admin3-http

FROTOCO
ICE
ICP
ICE
ICPE
-3 ICP
—9 ICP
-3 ICP
ICP
ICE
ICP

PROTOCOL  TCP_STATE  BIND USER

TCE LISTEN QICE

TCP LISTEN QSECOFR

TCE LISTEN QICP

TCP LISTEN QICP

TCE LISTEN QTMHHTTE

TCP LISTEN Qs¥S

TCP LISTEN Q5YS

TCP LISTEN QDIRSRV

TCE LISTEN QSIS

TCP LISTEN Q5YS

TCE LISTEN QUSER

TCP LISTEN QUSER

TCE LISTEN QUSER

TCP LISTEN QUSER

TCE LISTEN QICP

TC LISTEN QDIRSEV

TCE LISTEN Q5YS

TCP LISTEN QICP

TC LISTEN QICP

TCP LISTEN QWEBADMIN

TCE LISTEN CWEBADMIN
TCE_S5TATE BIND T3ER
ESTABLISHED OQTCFE
ESTABLISHED QSECO
ESTABLISHED {QUSER
ESTABLISHED QUSER
ESTABLISHED {QUSER
ESTABLISHED QUSER
ESTABLISHED {QUSER
ESTABLISHED QUSER
ESTRBLISHED QUSER
ESTABLISHED QUSER
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NetServer - Laufwerkfreigaben

WITH NFS AS

&
3 q
4 SELECT ¥
5 FROM Q5Y52.5ERVER_SHARE INFD
. & WHEEE SHRRE TYPFE = 'FILE'
View QSYS2.SERVER_SHARE_INFO und 7
. 8 SELECT NF5.SERVER SHARFE NAMF
Table Function QSYS2.IFS_OBJECT_PRIVILEGES ] NES.EATH NAME
10 (WES.FERMISSIONS
In Kombination ergeben beide Services einen vollstandigen 1L  AUTEORIZATION_NAYE
" . . . . . 12 ,DATR AUTHORITY
Uberblick Gber die vorhanden Laufwerkfreigaben sowie deren IFS - ' NFS.TEXT DESCRIPTION
Berechtigung g T
. 16 SELECT *
IBM I Navigator / WRKLNK - ow Tani
15 {Q5Y¥52.IF5_OBJECT FRIVILEGES (FATH NAME => PLTH NRME))
API: QZLSLSTI, QZLSOLST 15 ¥
SEEVER_SHRRE NAME FATH NAME PEEMISSTONS AUTHORIZATION NAME DATE AUTHORITY TEXT DESCEIFTION
QDIRSEV SOIBM/ProdData,/05400/DirSrv  YEW YFUBLIC YRX 05/400 -- Directory Services
QDIRSEV JQIBM/ProdData,/05400/DirSrv *EW QS¥S YEWE 057400 —— Directory Services
QDIRSEWV SOIBM/ ProdData,/05400/DirSrvy  YEW QDIRSEV YRWX 05/400 -- Directory Services
FRODDATA fOIBM/ProdData YR YFUBLIC YRX =
FROCDATR SOIBM/ ProdData YR Q5¥5 YRWE =
FRODDATA SOIBM/ProdData ‘R QDIRSEV o =
HOME S home YBW YPUBLIC YBWE =

HOME Shome YBW Q5Y5 YEWE =



SSHD-Konfiguration

* Table Function QSYS2.IFS_READ liest den Inhalt von Streamfiles im
Integrated File System

WRKLNK

SELECT *
FROM TRBLE (QSYS2.IFS_READ(

[ I R X

END OF LINE => 'LE')):

LINE
#570penB5D: sshd config,v 1.75 2007/03/1% 01:01:2% dim Exp %

$# This is the sshd server system—wide configuration file. See
# 3shd config(5) for more informatiom.

$# This ss3hd was compiled with PATH=/Q0penSys/usr/bin:/usr/ccs/bin:/Q0penSys/usr/bin/Xll:/usr/sbin:.

The strategy used for options in the default sshd config shipped with
OpenS5SH is to specify options with their default valus where
possible, but leave them commented. Uncommented options change a
default walue.

S ml e s

#$Port 22
$AddressFamily any
#$Listenhddress 0.0.0.0
#$Listenhddress

PATH NAME => " /Q0penSys/QIBM/UserD

=fus. ..
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Security Exit Points



Security Exit Points

QIBM_QTHF_CLIENT_REQ
QIBM_QTMF_SERVER_REQ

IBM i stellt fir einige System Funktionen Exit Points zur Verfliigung aow T Sy Cooon

QIBM_QTHF_SVR_LOGON

Bieten die Mdglichkeit selbst entwickelte Programme auszufiihren

Erweitertes Logging (in eigenen Tabellen)
sowie zusatzliche Uberprifungen (z.B. Zugriff auf Objekt Ebene)
bis zur Validierung des Zugriffes (Blocken/Erlauben) sind mdglich

VLRQO100
VLRQO100
TCPLO10O
TCPLO20O
TCPLO30OO

z.B. Ausflihrung eines Exit Programms das jedes mal ausgefuhrt wird wenn eine FTP Verbindung aufgebaut wird

Nachstehende eine Liste der Security relevanten Exit Points:
Zahlreiche TCP/IP Server (FTP, TELNET, REXEC, ...)
ODBC Verbindungen
Remote Sign On
Client requests via ACS (Virtual Printer, File Transfer, Message Queue, Remote SQL ...)
Distributed Data Management (DDM)
Password Validation
User Profile Changes

Details und weiterfuhrende Informationen - Using security exit programs - IBM Documentation

Display Exit Point

Syste ITPSASO4
QIBM_QTHF_SERVER_REQ
VLRQO100

*YES

*YES

1

]

QTHMFADDP
QTCP
ADDFO10O

QTHFRMVP

QTCP
RMVPO100
*NONE

*NO


https://www.ibm.com/docs/en/i/7.4?topic=security-using-exit-programs

Fragen

Passwort Default nicht auf User=Passwort

Mit der Definition der Password Rules und forcen der
Einstellungen mittels Systemvalue QPWDRULES ->
*ALLCRTCHG kann verhindert werden das Defaultpassworte =
User gesetzt werden

Identifizieren von Programmen die Original von der IBM

ausgeliefert werden

Mittels Objektbeschreibung verifizieren das Object Domain auf
*SYSTEM und Created by User auf *IBM gesetzt sind
DSPOBID OBJ(QSYS/QACGET) OBJTYPE(*PGM) DETAIL(*FULL)




The System is NOT Old....

It s what you have choosen to do with the

system that defines it's "age'

www.it-ps.at

Klaus Haderer
Geschaftsfuhrer
+43-664-3906530
klaus.haderer@it-ps.at

IT-Power Services GmbH
ModecenterstraBe 14, 1030 Wien
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